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Abstract
This neno docunents version 2 of the OSPF protocol. OSPF is a
link-state routing protocol. It is designed to be run internal to a

si ngl e Autononmous System Each OSPF router mmintains an identical
dat abase descri bing the Autononous Systenis topology. Fromthis
dat abase, a routing table is calculated by constructing a shortest-
path tree

OSPF recal cul ates routes quickly in the face of topol ogi cal changes,
utilizing a mninmum of routing protocol traffic. OSPF provides
support for equal-cost multipath. An area routing capability is
provi ded, enabling an additional |evel of routing protection and a
reduction in routing protocol traffic. In addition, all OSPF
routing protocol exchanges are authenti cat ed.

The differences between this meno and RFC 2178 are explained in
Appendix G Al differences are backward-conpatible in nature.
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| nt roducti on

This docunent is a specification of the Open Shortest Path First
(OSPF) TCP/IP internet routing protocol. OSPF is classified as an
Interior Gateway Protocol (1GP). This nmeans that it distributes
routing informati on between routers bel onging to a single Autononous
System The OSPF protocol is based on |ink-state or SPF technol ogy.
This is a departure fromthe Bell man-Ford base used by traditional
TCP/I P internet routing protocols.

The OSPF protocol was devel oped by the OSPF working group of the
Internet Engi neering Task Force. It has been designed expressly for
the TCP/IP internet environnent, including explicit support for ClDR
and the tagging of externally-derived routing information. OSPF

al so provides for the authentication of routing updates, and
utilizes IP multicast when sending/receiving the updates. 1In

addi tion, nuch work has been done to produce a protocol that
responds quickly to topol ogy changes, yet involves small anounts of
routing protocol traffic.

1.1. Protocol overview

OSPF routes | P packets based solely on the destination IP
address found in the | P packet header. |P packets are routed
"as is" -- they are not encapsulated in any further protocol
headers as they transit the Autononpbus System OSPF is a
dynami c routing protocol. It quickly detects topol ogica
changes in the AS (such as router interface failures) and

cal cul ates new | oop-free routes after a period of convergence.
This period of convergence is short and involves a m nimum of
routing traffic.

In a link-state routing protocol, each router maintains a

dat abase descri bing the Autononmous Systenis topology. This
database is referred to as the |ink-state database. Each
participating router has an identical database. Each individua
pi ece of this database is a particular router’s local state
(e.g., the router’s usable interfaces and reachabl e nei ghbors).
The router distributes its | ocal state throughout the Autononobus
System by fl oodi ng.
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Al'l routers run the exact same algorithm in parallel. Fromthe
i nk-state database, each router constructs a tree of shortest
paths with itself as root. This shortest-path tree gives the
route to each destination in the Autononmous System Externally
derived routing informati on appears on the tree as |eaves.

When several equal -cost routes to a destination exist, traffic
is distributed equally anong them The cost of a route is
descri bed by a single dinensionless netric.

OSPF all ows sets of networks to be grouped together. Such a
grouping is called an area. The topology of an area is hidden
fromthe rest of the Autononobus System This information hiding
enabl es a significant reduction in routing traffic. Al so,
routing within the area is deternmined only by the area’s own
topol ogy, lending the area protection frombad routing data. An
area is a generalization of an | P subnetted network.

OSPF enabl es the flexible configuration of IP subnets. Each
route distributed by OSPF has a destination and mask. Two

di fferent subnets of the same |P network nunmber may have
different sizes (i.e., different masks). This is comonly
referred to as variable length subnetting. A packet is routed

to the best (i.e., longest or nobst specific) nmatch. Host routes
are considered to be subnets whose nasks are "all ones"
(Oxffffffff).

Al'l OSPF protocol exchanges are authenticated. This neans that
only trusted routers can participate in the Autononpbus System s
routing. A variety of authentication schenes can be used; in
fact, separate authentication schenes can be configured for each
| P subnet.

Externally derived routing data (e.g., routes learned from an
Exterior Gateway Protocol such as BGP; see [Ref23]) is
advertised throughout the Autonompus System This externally
derived data is kept separate fromthe OSPF protocol’s |ink
state data. Each external route can also be tagged by the
advertising router, enabling the passing of additional

i nformati on between routers on the boundary of the Autononobus
System
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Definitions of conmonly used terns

This section provides definitions for ternms that have a specific
nmeani ng to the OSPF protocol and that are used throughout the
text. The reader unfamiliar with the Internet Protocol Suite is
referred to [Ref13] for an introduction to IP.

Rout er
A level three Internet Protocol packet switch. Formerly
called a gateway in nmuch of the IP literature.

Aut ononous System
A group of routers exchanging routing information via a
common routing protocol. Abbreviated as AS.

Interior Gateway Protoco
The routing protocol spoken by the routers belonging to an
Aut onormous system  Abbreviated as 1 GP. Each Aut ononopus
System has a single | GP. Separate Autononmous Systens may be
runni ng different |GPs.

Router ID
A 32-bit nunber assigned to each router running the OSPF
protocol. This nunmber uniquely identifies the router within

an Aut ononobus System

Net wor k
In this meno, an | P network/subnet/supernet. It is possible
for one physical network to be assigned nmultiple IP
net wor k/ subnet nunbers. W consider these to be separate
net wor ks. Poi nt-to-point physical networks are an exception
- they are considered a single network no nmatter how many
(if any at all) |IP network/subnet nunbers are assigned to
t hem

Net wor kK mask
A 32-bit nunber indicating the range of |P addresses
residing on a single |IP network/subnet/supernet. This
speci fication displays network masks as hexadeci mal nunbers.
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For exanple, the network mask for a class CIP network is
di spl ayed as Oxffffff00. Such a mask is often displayed
el sewhere in the literature as 255.255. 255. 0.

Poi nt -t 0- poi nt net wor ks
A network that joins a single pair of routers. A 56Kb
serial line is an exanple of a point-to-point network.

Broadcast networks
Net wor ks supporting many (nore than two) attached routers,
together with the capability to address a single physical
nessage to all of the attached routers (broadcast).
Nei ghboring routers are discovered dynamically on these nets
using CSPF' s Hello Protocol. The Hello Protocol itself
takes advant age of the broadcast capability. The OSPF
protocol makes further use of nulticast capabilities, if
they exist. Each pair of routers on a broadcast network is
assunmed to be able to comunicate directly. An ethernet is
an exanpl e of a broadcast network.

br oadcast networ ks

Net wor ks supporting many (nore than two) routers, but having
no broadcast capability. Neighboring routers are maintained
on these nets using OSPF's Hello Protocol. However, due to
the lack of broadcast capability, sone configuration

i nformati on may be necessary to aid in the discovery of

nei ghbors. On non-broadcast networks, OSPF protocol packets
that are normally multicast need to be sent to each

nei ghboring router, in turn. An X 25 Public Data Network
(PDN) is an exanple of a non-broadcast network.

g

OSPF runs in one of two npdes over non-broadcast networKks.
The first npde, called non-broadcast nulti-access or NBMA,
simul ates the operation of OSPF on a broadcast network. The
second node, called Point-to-MiltiPoint, treats the non-

br oadcast network as a collection of point-to-point |inks.
Non- broadcast networks are referred to as NBMA net wor ks or
Poi nt-to-Muil ti Poi nt networks, depending on OSPF' s node of
operati on over the network.
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Interface
The connection between a router and one of its attached
networks. An interface has state information associ ated
with it, which is obtained fromthe underlying | ower |evel
protocols and the routing protocol itself. An interface to
a network has associated with it a single |IP address and
mask (unless the network is an unnunbered point-to-point
network). An interface is sonetinmes also referred to as a
l'i nk.

Nei ghboring routers
Two routers that have interfaces to a common networ K.
Nei ghbor rel ationshi ps are mai ntai ned by, and usually
dynami cal ly di scovered by, OSPF' s Hell o Protocol

Adj acency
A relationship fornmed between sel ected nei ghboring routers
for the purpose of exchanging routing information. Not
every pair of neighboring routers becone adjacent.

Li nk state adverti senent
Unit of data describing the |Iocal state of a router or
network. For a router, this includes the state of the
router’s interfaces and adjacencies. Each link state
advertisement is flooded throughout the routing domain. The
collected Iink state advertisenents of all routers and
networks forns the protocol’s |ink state database.
Throughout this neno, link state advertisenent is
abbrevi ated as LSA.

Hel | o Protocol
The part of the OSPF protocol used to establish and naintain
nei ghbor rel ati onships. On broadcast networks the Hello
Protocol can al so dynami cally di scover nei ghboring routers.

FI oodi ng
The part of the OSPF protocol that distributes and
synchroni zes the |ink-state database between OSPF routers.

Desi gnat ed Rout er

Each broadcast and NBMA network that has at |east two
attached routers has a Designated Router. The Designhated
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Rout er generates an LSA for the network and has ot her
special responsibilities in the running of the protocol.
The Designhated Router is elected by the Hell o Protocol.

The Desi ghated Router concept enables a reduction in the
nunber of adjacencies required on a broadcast or NBMVA
network. This in turn reduces the anount of routing
protocol traffic and the size of the |ink-state database.

Lower -1 evel protocols
The underlying network access protocols that provide
services to the Internet Protocol and in turn the OSPF

protocol. Exanples of these are the X 25 packet and frane
levels for X. 25 PDNs, and the ethernet data |link |ayer for
et her nets.

Brief history of |ink-state routing technol ogy

OSPF is a link state routing protocol. Such protocols are also
referred to in the literature as SPF-based or distributed-

dat abase protocols. This section gives a brief description of
t he devel opnments in link-state technol ogy that have influenced
the OSPF protocol.

The first link-state routing protocol was devel oped for use in
t he ARPANET packet switching network. This protocol is
described in [Ref3]. It has formed the starting point for all
other link-state protocols. The honbgeneous ARPANET
environment, i.e., single-vendor packet switches connected by
synchronous serial lines, sinplified the design and

i mpl ement ati on of the original protocol.

Modi fi cations to this protocol were proposed in [Ref4]. These
nodi fications dealt with increasing the fault tol erance of the
routing protocol through, anmong other things, adding a checksum
to the LSAs (thereby detecting database corruption). The paper
al so included neans for reducing the routing traffic overhead in
a link-state protocol. This was acconplished by introducing
mechani snms whi ch enabl ed the interval between LSA originations
to be increased by an order of magnitude.
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A link-state algorithmhas al so been proposed for use as an | SO
IS 1S routing protocol. This protocol is described in [Ref2].
The protocol includes nethods for data and routing traffic
reducti on when operating over broadcast networks. This is
acconpl i shed by el ection of a Desighated Router for each

br oadcast network, which then originates an LSA for the network.

The OSPF Working Group of the | ETF has extended this work in
devel opi ng the OSPF protocol. The Designated Router concept has
been greatly enhanced to further reduce the anmount of routing
traffic required. Muilticast capabilities are utilized for

addi tional routing bandw dth reduction. An area routing schene
has been devel oped enabling i nformation

hi di ng/ protection/reduction. Finally, the algorithnms have been
tailored for efficient operation in TCP/IP internets.

Organi zation of this docunent

The first three sections of this specification give a general
overview of the protocol’s capabilities and functions. Sections
4-16 explain the protocol’s nechanisns in detail. Packet
formats, protocol constants and configuration itens are
specified in the appendi ces.

Label s such as Hellolnterval encountered in the text refer to
protocol constants. They may or may not be configurable.
Architectural constants are sunmarized in Appendi x B.
Configurable constants are summari zed in Appendi x C

The detail ed specification of the protocol is presented in terns
of data structures. This is done in order to nake the

expl anation nore precise. |Inplenmentations of the protocol are
required to support the functionality described, but need not
use the precise data structures that appear in this meno.
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The Link-state Database: organi zation and cal cul ati ons

The followi ng subsections describe the organi zati on of OSPF' s |i nk-
state database, and the routing calculations that are performed on
the database in order to produce a router’s routing table.

2.1. Representation of routers and networks

The Autonompus Systenis |ink-state database describes a directed
graph. The vertices of the graph consist of routers and
networks. A graph edge connects two routers when they are
attached via a physical point-to-point network. An edge
connecting a router to a network indicates that the router has
an interface on the network. Networks can be either transit or
stub networks. Transit networks are those capable of carrying
data traffic that is neither locally originated nor |ocally
destined. Atransit network is represented by a graph vertex
havi ng both incom ng and outgoi ng edges. A stub network’s vertex
has only inconi ng edges.

The nei ghbor hood of each network node in the graph depends on
the network’s type (point-to-point, broadcast, NBMA or Point-
to-Mil ti Point) and the nunmber of routers having an interface to
the network. Three cases are depicted in Figure la. Rectangles
indicate routers. Circles and obl ongs indicate networks.

Router nanes are prefixed with the letters RT and network nanes
with the letter NN Router interface nanes are prefixed by the
letter 1. Lines between routers indicate point-to-point
networks. The left side of the figure shows networks with their
connected routers, with the resulting graphs shown on the right.
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Net wor ks and routers are represented by vertices.

An edge connects Vertex Ato Vertex Biff the

intersection of Colum A and Row B is marked with
an X

The top of Figure la shows two routers connected by a point-to-
point link. In the resulting |ink-state database graph, the two
router vertices are directly connected by a pair of edges, one
in each direction. Interfaces to point-to-point networks need
not be assigned | P addresses. Wien interface addresses are
assigned, they are nodelled as stub links, with each router
advertising a stub connection to the other router’s interface
address. Optionally, an |IP subnet can be assigned to the point-
to-point network. In this case, both routers advertise a stub
link to the I P subnet, instead of advertising each others’ IP
interface addresses.

The m ddle of Figure la shows a network with only one attached
router (i.e., a stub network). In this case, the network appears
on the end of a stub connection in the |ink-state database’s

gr aph.

When nmultiple routers are attached to a broadcast network, the
i nk-state database graph shows all routers bidirectionally
connected to the network vertex. This is pictured at the bottom
of Figure la.

Each network (stub or transit) in the graph has an | P address
and associ ated network nmask. The mask indicates the nunber of
nodes on the network. Hosts attached directly to routers
(referred to as host routes) appear on the graph as stub
networks. The network nask for a host route is al ways
oxffffffff, which indicates the presence of a single node.

2.1.1. Representation of non-broadcast networks
As nmentioned previously, OSPF can run over non-broadcast

networks in one of two nodes: NBMA or Point-to-MiltiPoint.
The choice of npde deternines the way that the Hello
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protocol and floodi ng work over the non-broadcast network,
and the way that the network is represented in the |ink-
stat e dat abase.

In NBMA node, OSPF enul at es operation over a broadcast
network: a Designated Router is elected for the NBVA
networ k, and the Designated Router originates an LSA for the
networ k. The graph representati on for broadcast networks and
NBMA networks is identical. This representation is pictured
in the mddle of Figure 1la.

NBMA node is the nost efficient way to run OSPF over non-
br oadcast networks, both in ternms of |ink-state database
size and in ternms of the anount of routing protocol traffic.
However, it has one significant restriction: it requires al
routers attached to the NBVA network to be able to

communi cate directly. This restriction may be net on sone
non- br oadcast networ ks, such as an ATM subnet utilizing
SVCs. But it is often not met on other non-broadcast

net wor ks, such as PVC-only Frame Relay networks. On non-

br oadcast networ ks where not all routers can communi cate
directly you can break the non-broadcast network into

| ogi cal subnets, with the routers on each subnet being able
to comuni cate directly, and then run each separate subnet
as an NBMA network (see [Ref15]). This however requires
quite a bit of administrative overhead, and is prone to

m sconfiguration. It is probably better to run such a non-
br oadcast network in Point-to-Miltipoint node.

In Point-to-MiltiPoint node, OSPF treats all router-to-
router connections over the non-broadcast network as if they
were point-to-point links. No Designated Router is elected
for the network, nor is there an LSA generated for the
network. In fact, a vertex for the Point-to-MiltiPoint
networ k does not appear in the graph of the link-state

dat abase.

Figure 1b illustrates the |link-state database representation
of a Point-to-MiltiPoint network. On the left side of the
figure, a Point-to-MiltiPoint network is pictured. It is
assuned that all routers can conmunicate directly, except
for routers RT4 and RT5. |3 though 16 indicate the routers
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I P interface addresses on the Point-to-MiltiPoint network.
In the graphical representation of the |ink-state database,
routers that can conmunicate directly over the Point-to-

Mul ti Poi nt network are joined by bidirectional edges, and
each router also has a stub connection to its own |IP
interface address (which is in contrast to the
representation of real point-to-point |inks; see Figure 1la).

On sone non-broadcast networks, use of Point-to-MiltiPoint
node and data-link protocols such as Inverse ARP (see
[Ref14]) will allow autodi scovery of OSPF nei ghbors even

t hough broadcast support is not avail abl e.

** FROMF *
+---+ +---+
| RT3| | RT4| | RT3| RT4| RT5| RT6|
+---+ +---+ o
I 3] N2 |14 * RT3 | X | X | X|
R R + T RT4] X | | | X
I 5] |16 O RT5| X | | | X |
+--- 4+ +---+ * RT6| X | X | X| |
| RT5] | RT6 R T R S N I I
A oo 4 X ]
sl 1 X |
el | | | X]|

Fi gure 1b: Network nap conponents
Poi nt-to- Mul ti Poi nt networks

Al'l routers can conmuni cate directly over N2, except

routers RT4 and RT5. 13 through 16 indicate IP
i nterface addresses
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2. An exanple link-state database

Figure 2 shows a sanple map of an Autonomous System  The
rectangl e |l abelled Hl indicates a host, which has a SLIP
connection to Router RT12. Router RT12 is therefore
advertising a host route. Lines between routers indicate
physi cal point-to-point networks. The only point-to-point
network that has been assigned interface addresses is the
one joining Routers RT6 and RT10. Routers RT5 and RT7 have
BGP connections to other Autononous Systens. A set of BGP-
| earned routes have been displayed for both of these
routers.

A cost is associated with the output side of each router
interface. This cost is configurable by the system

adm ni strator. The lower the cost, the nore likely the
interface is to be used to forward data traffic. Costs are
al so associated with the externally derived routing data
(e.g., the BGP-learned routes).

The directed graph resulting fromthe map in Figure 2 is
depicted in Figure 3. Arcs are labelled with the cost of
the corresponding router output interface. Arcs having no

| abel | ed cost have a cost of 0. Note that arcs |eading from
networks to routers always have cost 0; they are significant
nonet hel ess. Note also that the externally derived routing
data appears on the graph as stubs.

The link-state database is pieced together from LSAs
generated by the routers. |In the associated graphical
representation, the nei ghborhood of each router or transit
network is represented in a single, separate LSA. Figure 4
shows these LSAs graphically. Router RT12 has an interface
to two broadcast networks and a SLIP line to a host.
Network N6 is a broadcast network with three attached
routers. The cost of all links fromNetwork N6 to its
attached routers is 0. Note that the LSA for Network N6 is
actually generated by one of the network’s attached routers:
the router that has been el ected Designated Router for the
net wor k.
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Figure 2: A sanple Autononmous System

* % FROM *

| 10| 11| 12| N3| N6| N8| N9|
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Figure 3: The resulting directed graph
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* % FROME * ** FROM *
| RT12| N9| N10| H1| | RT9| RT11| RT12| N9|
K e e e e e e e e e e e e e e e e e K e e e e e e e e e e e e e e e e e oo
¥ RT12| [ *  RT9| | I |0 |
T N1 | || T RT11}] | I |0 |
O N10o| 2 [ | ] O RT12] | | [0 |
* H1[10 | | | | * No[ | I (.
* *
RT12’ s router-LSA N9’ s networ k- LSA
Figure 4: Individual link state conponents

Net wor ks and routers are represented by vertices.

An edge of cost X connects Vertex Ato Vertex B iff

the intersection of Colum A and Row B is marked
with an X

The shortest-path tree

When no OSPF areas are configured, each router in the Autononous
System has an identical |ink-state database, |eading to an

i dentical graphical representation. A router generates its
routing table fromthis graph by calculating a tree of shortest
paths with the router itself as root. Cbviously, the shortest-
path tree depends on the router doing the calculation. The
shortest-path tree for Router RT6 in our exanple is depicted in
Fi gure 5.

The tree gives the entire path to any destination network or
host. However, only the next hop to the destination is used in
the forwarding process. Note also that the best route to any
router has al so been calculated. For the processing of externa
data, we note the next hop and di stance to any router
advertising external routes. The resulting routing table for
Router RT6 is pictured in Table 2. Note that there is a
separate route for each end of a nunbered point-to-point network
(in this case, the serial line between Routers RT6 and RT10).

Routes to networks belonging to other AS es (such as N12) appear
as dashed lines on the shortest path tree in Figure 5. Use of
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RT6( ori gi n)
RT5 0------------ O----------- olb
I\ 6 [\ 7
8/ 8] 8\ | \
I\ 6] \
0 | 0 | \7
N12 o N4 | \
N13 2 | \
N4 o----- o RT3 \
/ \ 5
1/ RT10 0------- ola
/ |\
RT4 0----- o N3 3| \1
/] | \ N6 RT7
I N8 o 0--------- 0
I || 3
RT2 o o RT1 | | 2/ 19
/ | | | RT8 [ |
/3 | 3 RT11 o 0 0 0
/ | | | N12 N15
N2 o o N1 1] | 4
|
N9 o o N/
3
I
N11 RT9 / | RT12
0-------- 0------- 0 O-------- o H1
3 | 10
| 2
I
o N10

Figure 5: The SPF tree for Router RT6

Edges that are not marked with a cost have a cost of

of zero (these are network-to-router |inks). Routes

to networks N12-N15 are external information that is
considered in Section 2.3
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Desti nation Next Hop Di st ance

N1 RT3 10
N2 RT3 10
N3 RT3 7
N4 RT3 8
b * 7
I a RT10 12
N6 RT10 8
N7 RT10 12
N8 RT10 10
N9 RT10 11
N10 RT10 13
N11 RT10 14
H1 RT10 21
RTS RT5 6
RT7 RT10 8

Tabl e 2: The portion of Router RT6's routing table listing |ocal

2.

3.

desti nati ons.

this externally derived routing information is considered in the
next section.

Use of external routing information

After the tree is created the external routing information is
exam ned. This external routing information may originate from
anot her routing protocol such as BGP, or be statically
configured (static routes). Default routes can also be included
as part of the Autononmpous Systenis external routing infornmation.

External routing information is flooded unaltered throughout the
AS. In our exanple, all the routers in the Autononbus System
know t hat Router RT7 has two external routes, with netrics 2 and
9.

OSPF supports two types of external metrics. Type 1 external
metrics are expressed in the same units as OSPF interface cost
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(i.e., internms of the link state netric). Type 2 externa
nmetrics are an order of mmgnitude |arger; any Type 2 netric is
consi dered greater than the cost of any path internal to the AS.
Use of Type 2 external netrics assumes that routing between

AS es is the najor cost of routing a packet, and elininates the
need for conversion of external costs to internal link state
netrics.

As an exanple of Type 1 external netric processing, suppose that
the Routers RT7 and RT5 in Figure 2 are advertising Type 1
external metrics. For each advertised external route, the tota
cost fromRouter RT6 is calculated as the sum of the externa
route’s advertised cost and the distance from Router RT6 to the
advertising router. Wen two routers are advertising the sane
external destination, RT6 picks the advertising router providing
the mnimumtotal cost. RT6 then sets the next hop to the
external destination equal to the next hop that woul d be used
when routing packets to the chosen advertising router

In Figure 2, both Router RT5 and RT7 are advertising an externa
route to destination Network N12. Router RT7 is preferred since
it is advertising N12 at a distance of 10 (8+2) to Router RT6,
which is better than Router RT5 s 14 (6+8). Table 3 shows the
entries that are added to the routing table when external routes
are exam ned:

Desti nation Next Hop Di st ance

N12 RT10 10
N13 RTS 14
N14 RTS 14
N15 RT10 17

Table 3: The portion of Router RT6's routing table
listing external destinations.

Processing of Type 2 external netrics is sinpler. The AS
boundary router advertising the smallest external netric is
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chosen, regardless of the internal distance to the AS boundary
router. Suppose in our exanple both Router RT5 and Router RT7
were advertising Type 2 external routes. Then all traffic
destined for Network N12 woul d be forwarded to Router RT7, since
2 < 8. Wen several equal-cost Type 2 routes exist, the
internal distance to the advertising routers is used to break
the tie.

Both Type 1 and Type 2 external netrics can be present in the AS
at the same tine. |In that event, Type 1 external netrics always
t ake precedence.

This section has assumed that packets destined for externa
destinations are always routed through the advertising AS
boundary router. This is not always desirable. For exanple,
suppose in Figure 2 there is an additional router attached to
Network N6, called Router RTX. Suppose further that RTX does
not participate in OSPF routing, but does exchange BGP
information with the AS boundary router RT7. Then, Router RT7
woul d end up advertising OSPF external routes for al
destinations that should be routed to RTX. An extra hop wll
someti mes be introduced if packets for these destinations need
al ways be routed first to Router RT7 (the advertising router).

To deal with this situation, the OSPF protocol allows an AS
boundary router to specify a "forwarding address" in its AS
external -LSAs. In the above exanple, Router RT7 would specify
RTX s | P address as the "forwardi ng address" for all those
desti nati ons whose packets should be routed directly to RTX

The "forwardi ng address” has one other application. |t enables
routers in the Autononobus Systemis interior to function as
"route servers". For exanple, in Figure 2 the router RT6 could

becone a route server, gaining external routing infornmation
through a conbi nati on of static configuration and externa
routing protocols. RT6 would then start advertising itself as
an AS boundary router, and would originate a collection of OSPF
AS-external -LSAs. In each AS-external -LSA, Router RT6 woul d
specify the correct Autononbus Systemexit point to use for the
destination through appropriate setting of the LSA s "forwarding
address" field.
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2.4. Equal -cost nultipath

The above di scussion has been sinplified by considering only a
single route to any destination. In reality, if multiple

equal -cost routes to a destination exist, they are all

di scovered and used. This requires no conceptual changes to the
algorithm and its discussion is postponed until we consider the
tree-building process in nore detail.

Wth equal cost multipath, a router potentially has severa
avai |l abl e next hops towards any gi ven destination.

Splitting the AS into Areas

OSPF al l ows col I ecti ons of contiguous networks and hosts to be
grouped together. Such a group, together with the routers having
interfaces to any one of the included networks, is called an area.
Each area runs a separate copy of the basic link-state routing
algorithm This nmeans that each area has its own link-state

dat abase and correspondi ng graph, as explained in the previous
section.

The topol ogy of an area is invisible fromthe outside of the area.
Conversely, routers internal to a given area know nothing of the
detail ed topol ogy external to the area. This isolation of know edge
enabl es the protocol to effect a marked reduction in routing traffic
as conpared to treating the entire Autononous Systemas a single

i nk-state domai n.

Wth the introduction of areas, it is no |onger true that al
routers in the AS have an identical |ink-state database. A router
actually has a separate |link-state database for each area it is
connected to. (Routers connected to nultiple areas are called area
border routers). Two routers belonging to the sanme area have, for
that area, identical area |ink-state databases.

Routing in the Autononous Systemtakes place on two |evels,
dependi ng on whet her the source and destination of a packet reside
in the sanme area (intra-area routing is used) or different areas
(inter-area routing is used). |In intra-area routing, the packet is
routed solely on information obtained within the area; no routing
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i nformati on obtai ned fromoutside the area can be used. This
protects intra-area routing fromthe injection of bad routing
information. W discuss inter-area routing in Section 3.2.

3.

3.

1.

2.

The backbone of the Autononbus System

The OSPF backbone is the special OSPF Area 0 (often witten as
Area 0.0.0.0, since CSPF Area ID s are typically formatted as IP
addresses). The OSPF backbone al ways contains all area border
routers. The backbone is responsible for distributing routing

i nformati on between non-backbone areas. The backbone nust be
conti guous. However, it need not be physically contiguous;
backbone connectivity can be established/ maintai ned through the
configuration of virtual |inks.

Virtual links can be configured between any two backbone routers
that have an interface to a conmon non- backbone area. Virtual

i nks belong to the backbone. The protocol treats two routers
joined by a virtual link as if they were connected by an
unnunber ed poi nt-to-point backbone network. On the graph of the
backbone, two such routers are joined by arcs whose costs are
the intra-area distances between the two routers. The routing
protocol traffic that flows along the virtual |ink uses intra-
area routing only.

Inter-area routing

When routing a packet between two non-backbone areas the
backbone is used. The path that the packet will travel can be
broken up into three contiguous pieces: an intra-area path from
the source to an area border router, a backbone path between the
source and destination areas, and then another intra-area path
to the destination. The algorithmfinds the set of such paths
that have the small est cost.

Looki ng at this another way, inter-area routing can be pictured
as forcing a star configuration on the Autononous System with
t he backbone as hub and each of the non-backbone areas as
spokes.
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The topol ogy of the backbone dictates the backbone paths used
bet ween areas. The topol ogy of the backbone can be enhanced by
adding virtual links. This gives the system admi nistrator sone
control over the routes taken by inter-area traffic.

The correct area border router to use as the packet exits the
source area is chosen in exactly the sane way routers
advertising external routes are chosen. Each area border router
in an area sunmarizes for the area its cost to all networks
external to the area. After the SPF tree is calculated for the
area, routes to all inter-area destinations are cal cul ated by
exam ning the sunmaries of the area border routers.

Classification of routers

Before the introduction of areas, the only OSPF routers having a
speci al i zed function were those advertising external routing

i nformati on, such as Router RT5 in Figure 2. Wen the ASis
split into OSPF areas, the routers are further divided according
to function into the follow ng four overlapping categories:

Internal routers
A router with all directly connected networks belonging to
the sane area. These routers run a single copy of the basic
routing algorithm

Area border routers
A router that attaches to nultiple areas. Area border
routers run nultiple copies of the basic algorithm one copy
for each attached area. Area border routers condense the
topol ogical information of their attached areas for
distribution to the backbone. The backbone in turn
distributes the infornation to the ot her areas.

Backbone routers
A router that has an interface to the backbone area. This
includes all routers that interface to nore than one area
(i.e., area border routers). However, backbone routers do
not have to be area border routers. Routers with al
i nterfaces connecting to the backbone area are supported.
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AS boundary routers
A router that exchanges routing information with routers
bel ongi ng to ot her Autononmous Systenms. Such a router
advertises AS external routing information throughout the
Aut onomous System  The paths to each AS boundary router are
known by every router in the AS. This classification is
compl etely independent of the previous classifications: AS
boundary routers nmay be internal or area border routers, and
may or may not participate in the backbone.

A sanpl e area configuration

Figure 6 shows a sanple area configuration. The first area
consi sts of networks N1-N4, along with their attached routers
RT1- RT4. The second area consists of networks N6-N8, along with
their attached routers RT7, RT8, RT10 and RT11l. The third area
consi sts of networks N9-N11 and Host H1l, along with their
attached routers RT9, RT11l and RT12. The third area has been
configured so that networks N9-N11 and Host Hl will all be
grouped into a single route, when advertised external to the
area (see Section 3.5 for nore details).

In Figure 6, Routers RT1, RT2, RT5, RT6, RT8, RT9 and RT12 are
internal routers. Routers RT3, RT4, RT7, RT10 and RT11l are area
border routers. Finally, as before, Routers RT5 and RT7 are AS
boundary routers.

Figure 7 shows the resulting |link-state database for the Area 1.
The figure conpletely describes that area’s intra-area routing.